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De-Risking Your Business

SUPPLY CHAIN RISK ASSESSMENT
REPORT

CX Centax S.r.l.

Prepared For: [Client Name]
Report Date: October 8, 2025
Assessment Period: October 2025
Classification: Confidential

Next Review: January 8, 2026

EXECUTIVE SUMMARY

Overall Risk Rating: 7.2/10 (MEDIUM-HIGH)

Recommendation: Proceed with heightened caution and active monitoring. Immediate cyber
threat assessment required before deepening partnership.

Company Overview

CX Centax S.r.l. is an established Italian Business Process Outsourcing (BPO) provider with
30+ years of operational history, specializing in customer experience management and contact
center services across multiple industries.

Location: Bergamo and Verona, ltaly

Employees: 400 staff members

Founded: 1994

Legal Structure: Private Limited Liability Company (S.r.l.)
Website: cxcentax.com

Key Findings Summary

Category Risk Level Status

Cyber Security 9.0/10 @ CRITICAL - Immediate assessment required

Data Privacy & GDPR 8.0/10 @ HIGH - Active regulatory enforcement
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Financial Transparency | 7.0/10 MEDIUM-HIGH - Limited disclosure
Operational Stability 7.0/10 MEDIUM-HIGH - Industry turnover concerns
Overall Assessment 7.2/10 MEDIUM-HIGH - Requires active monitoring

1. COMPANY PROFILE

1.1 Business Overview

CX Centax operates as a Tier-1 service provider in the BPO sector, offering comprehensive
customer experience solutions including:

Customer Care & Support - Omnichannel contact center services
Technical Help Desk - IT and product support services
Telemarketing & Sales - B2B outbound services

Back Office Operations - Data entry, document management
E-commerce Management - Full customer journey support
Market Research & Surveys - CATI, CAWI, CAMI methodologies

1.2 Industry Sectors Served

Finance & Banking
Healthcare & Pharmaceuticals
Telecommunications
Consumer Goods

Automotive

Non-Profit Organizations

1.3 Operational Infrastructure
Facilities:

e Primary operations center: Bergamo, Lombardia
e Secondary operations center: Verona, Veneto
e 3 data centers (1 in-house, 2 remote)

Technology Infrastructure:

e 400+ telephone lines with ACD systems
e 280+ on-site workstations
e 350+ remote smart workstations (operational since 2017)
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e 10+ dedicated IT specialists
e 15+ proprietary CX applications

Operating Capabilities:

24/7 service availability for select clients

Omnichannel support (phone, email, chat, social media, WhatsApp)
Multilingual capabilities

Business Continuity Plan active and tested

1.4 Leadership Team

e Dario Tognazzi - Chief Executive Officer
e Stefano Rossetti - Executive Vice President
e Roberto Lucchini - Chief Financial Officer

2. STRENGTHS & COMPETITIVE ADVANTAGES

2.1 Established Market Position
(74 30+ years of operational history demonstrates market resilience and client trust
{74 400 employees across two strategic Italian locations providing operational scale

(74 Diversified client portfolio across six major industry sectors reduces concentration risk

2.2 Quality Certifications & Compliance

{74 1ISO 9001:2015 - Quality Management System certification

74 ROC Registration - Registered Operator of Communications

"4 EcoVadis Certified - Environmental and social sustainability (annual updates)
(74 SEDEX-SMETA Certified - Ethical supply chain auditing

2.3 Environmental Sustainability
(74 100% renewable energy operations since 2018

{74 Active environmental monitoring with annual certification renewals
"4 Eco-friendly practices including waste management and recycling programs

2.4 Operational Resilience
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(74 Hybrid workforce model with proven remote work capabilities since 2017
74 Business Continuity Plan successfully tested during COVID-19 pandemic
"4 Geographic redundancy with dual-location operations
"4 Technology diversification with multiple data center locations

2.5 Innovation & Technology

"4 Internal R&D capabilities through CX Lab division

(4 Al and automation integration for improved efficiency

"4 Proprietary software development including custom CX applications
("4 Cloud-based infrastructure enabling scalability

3. CRITICAL RISK AREAS

3.1 C CYBER SECURITY RISK (9.0/10 - CRITICAL)
Status: IMMEDIATE ACTION REQUIRED
Current Situation

No active cyber threat intelligence scan has been completed for the cxcentax.com domain. This
represents a significant knowledge gap given the current threat landscape.

Industry Threat Context
The BPO/contact center sector is experiencing unprecedented cyber threats:

126% increase in ransomware attacks in Q1 2025 vs Q1 2024

Average ransom demand: $5.2 million per attack

Average attack cost: $4.91 million

75% of Business Email Compromise (BEC) attacks bypassed traditional MFA in 2024
Healthcare sector (served by CX Centax) was most impacted at 17% of incidents in
2024

Specific Threats to BPO Sector
Information Stealer Malware:

e Lumma Stealer, Tesseract Stealer, RedLine targeting BPO employees
e Theft of browser passwords, VPN credentials, 2FA tokens, corporate credentials

Ransomware:
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e Contact centers are prime targets due to valuable customer data
e Only 47% of victims who paid ransoms in 2024 got their data back uncorrupted

Supply Chain Attacks:

e BPO companies used as entry points to access client networks
e Potential exposure: €10-50M for successful supply chain compromise

Estimated Financial Exposure

Threat Type Probability Estimated Impact | Timeframe
Ransomware Attack | High (40%) €5-25M 6-18 months
Data Breach Medium-High (35%) [ €4-15M 6-24 months
BEC Attack High (45%) €100K-2M/incident | 3-12 months
Stealer Malware Medium (30%) €500K-5M Ongoing
Supply Chain Attack | Low-Medium (20%) | €10-50M 12-24

months

Total Estimated Cyber Risk Exposure: €26-132M
Required Immediate Actions

1. Comprehensive Cyber Threat Intelligence Scan (Within 7 days)

Dark web monitoring for company/employee data
Malware infection detection
Credential leak verification
Infrastructure exposure assessment
o Estimated Cost: €5,000-15,000
2. Incident Response Readiness Assessment (Within 14 days)

O O O O

Test ransomware response procedures
Verify backup restoration capabilities
Validate communication protocols
o Estimated Cost: €3,000-8,000
3. Enhanced Multi-Factor Authentication (Within 60 days)

o O O

o Implement continuous MFA with behavioral biometrics
o Estimated Cost: €10,000-20,000 implementation + €5,000 annual
4. Dark Web Monitoring Subscription (Within 30 days)
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o Continuous monitoring service for cxcentax.com domain
o Estimated Cost: €15,000-30,000 annually

3.2 @ DATA PRIVACY & GDPR COMPLIANCE RISK (8.0/10 - HIGH)

Regulatory Environment

The ltalian Data Protection Authority (Garante) is actively enforcing GDPR with significant
penalties:

Recent Enforcement Example:

e December 2024: €15 million fine imposed on OpenAl for GDPR violations
e Violations: Processing data without proper legal basis, lack of transparency, insufficient
age verification

CX Centax Specific Exposure
High-Risk Data Processing Activities:

Handling customer data across finance, healthcare, and telecommunications sectors
Processing personal data as a third-party processor for multiple controllers
Employee monitoring in contact center environment

Email metadata processing subject to June 2024 Garante guidelines

Recent Regulatory Development
Italian Email Metadata Guidelines (June 2024):

Employee email metadata constitutes personal data

Maximum retention without additional safeguards: 21 days

Requires detailed privacy notices and legitimate interest assessments
Trade union authorization needed for extended retention

Compliance Requirements

v Data Protection Officer (DPO) appointed
v GDPR compliance program in place
I\ 1SO 27001 certification recommended but not confirmed
I\, Compliance with new email metadata guidelines requires verification

Estimated Regulatory Risk

e Potential GDPR Fine Range: €1-15M
e Probability: Medium (25%) over next 12-36 months
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e Sectors at Highest Risk: Telemarketing, telecommunications, electricity (actively
monitored by Garante)

Required Actions

1. GDPR Compliance Audit (Within 30 days)

Focus on Garante enforcement priorities

Legal basis verification for all processing activities
Email metadata retention policy review

Data subject rights mechanism assessment
Estimated Cost: €10,000-25,000

2. 1S0O 27001 Certification (9-12 months)

O O O O O

o Demonstrates security commitment to clients
o Aligns with GDPR technical/organizational measures
o Estimated Cost: €30,000-60,000

3.3 FINANCIAL TRANSPARENCY RISK (7.0/10 - MEDIUM-HIGH)
Current Situation

As a private ltalian S.r.l. (limited liability company), CX Centax is not required to publicly disclose
detailed financial statements, creating limited visibility into:

Annual revenue and profitability
Cash flow and liquidity positions
Debt levels and financial leverage
Client concentration ratios

Revenue stability and growth trends

Available Information

v Employee Count: 400 (stable)

v Operational History: 30+ years (positive indicator)

v Geographic Presence: Two operational locations

v Infrastructure Investment: Significant technology infrastructure
I\ Revenue: Not publicly disclosed
I\ Profitability: Unknown
I\ Debt Levels: Unknown

Implications

e Credit Risk: Unable to assess financial health without due diligence
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Continuity Risk: Unknown ability to weather economic downturns
Concentration Risk: Potential over-reliance on key clients unknown
Investment Capacity: Unclear ability to invest in security/technology

Mitigation Recommendations

1.

w

Financial Due Diligence - Request confidential financial disclosure as condition of
partnership

Financial Covenants - Include financial health monitoring in contract terms
Regular Financial Reviews - Quarterly financial health attestations

Payment Terms - Structure payment terms to manage credit exposure

3.4

OPERATIONAL RISK (7.0/10 - MEDIUM-HIGH)

Employee Turnover Challenge

Industry Benchmark: BPO sector experiences 30-45% annual turnover globally

Impact on Service Delivery:

Service quality inconsistency
Training and onboarding costs
Client relationship disruption
Institutional knowledge loss

CX Centax Mitigation Efforts:

Employee Experience programs
Climate surveys for feedback
Workplace flexibility initiatives
Investment in employee wellbeing

Recommended Monitoring:

Request quarterly turnover metrics
Monitor service quality scores

Track employee satisfaction indicators
Review training and retention programs

Technology Dependencies

Critical Dependencies:

Telecommunications providers (TIM, Vodafone IT) - HIGH dependency (5/5)



=
o

Socalytix.io

De-Risking Your Business

e Microsoft cloud services - HIGH dependency (4/5)
e Contact center software vendors - HIGH dependency (4/5)

Mitigation Present:

e Multiple telecom provider options
e Multi-cloud capabilities (Azure, AWS)
e Redundant data center infrastructure

Scalability Considerations

Positive Indicators:

e Hybrid workforce model enables rapid scaling

e Cloud-based infrastructure supports growth
e Proven ability to scale during COVID-19

Concerns:

e Rapid client ramp-ups may stress quality

e Geographic limitation to Italy may constrain growth
e Talent acquisition in competitive market

4. SUPPLY CHAIN DEPENDENCIES

4.1 Tier-1 Direct Suppliers

Supplier Countr Role Dependenc | Alternatives Risk Level
y y
Microsoft USA Cloud & High (4/5) AWS, Google Low-Mediu
Software m
Salesforce/CRM | USA CRM Platform | Medium HubSpot, Zoho | Low
(3/5)
TIM/Vodafone Italy/EU | Telecom Critical (5/5) | Fastweb, Wind | Low
Tre
Contact Center Various | ACD/Dialer High (4/5) Genesys, Five9 | Low-Mediu
SwW m

4.2 Supply Chain Risk Assessment




=
o

Socalytix.io

De-Risking Your Business

Strengths: v Multiple supplier options for most categories v Low geopolitical risk (ltaly/EU/US
suppliers) v Established relationships with major vendors

Concerns: I\ High dependency on telecommunications infrastructure 1\ Concentration of
US-based technology providers I\ Limited supplier diversification in specialized contact center
software

Recommendation: Supply chain dependencies are well-managed with adequate alternatives
available. Monitor for any single-supplier concentration.

5. ESG & SUSTAINABILITY ASSESSMENT

5.1 Environmental Performance

Strengths:

e [71100% renewable energy since 2018

e [71 EcoVadis certification with annual updates

e [74 SEDEX-SMETA compliance for ethical supply chain

o [ Active recycling and waste management programs
Gaps:

e I\ No published sustainability report

e |\ Limited carbon footprint disclosure

e I\ No science-based targets (SBTI) commitment

5.2 Social Performance
Strengths:

e [74 Employee wellbeing programs and climate surveys
e [74 Community engagement (supports local arts, sports)
e [74 Workplace flexibility and remote work options

Gaps:
e | Limited diversity & inclusion metrics disclosed
e I No public employee satisfaction data
e I\ Unclear labor practices transparency

5.3 Governance

10
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Strengths:
e [711S0 9001:2015 quality management certification
e [74 GDPR compliance with appointed DPO
e [74 ROC registration demonstrating regulatory compliance
e [74 Code of ethics established

Gaps:
e | Limited financial transparency (private company)
e I ISO 27001 certification not confirmed

e 1 NoISO 37001 anti-bribery certification

5.4 ESG Risk Summary
Overall ESG Risk: Medium (5.5/10)

CX Centax demonstrates strong environmental commitment and basic governance practices but
lacks comprehensive ESG reporting and transparency common among larger enterprises.

Recommendation for Partnership:

e Request annual ESG performance updates
e Include ESG improvement milestones in contract terms
e Consider requiring sustainability reporting as relationship matures

6. INDUSTRY CONTEXT & BENCHMARKING

6.1 BPO Market Overview
Global BPO Market:

e Current size: $307 billion (2024)
e Projected growth: $525 billion by 2030
CAGR: 9.4% (2024-2030)

Key Trends:

Al and automation integration (70%+ adoption by 2025)
Shift to cloud-based contact centers

Increased focus on data security and compliance
Remote work becoming permanent fixture

11
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6.2 Italy BPO Sector

Market Characteristics:

Strong presence in customer care and technical support
Focus on lItalian and European markets

High quality standards and regulatory compliance
Competitive labor costs compared to Western Europe

CX Centax Positioning:

Established mid-size player with regional focus
Strong certifications competitive advantage
30-year track record demonstrates stability
Multi-sector experience attractive to diverse clients

6.3 Competitive Landscape
CX Centax Competitive Position:
Advantages:

Long operational history (30+ years)
Strong environmental credentials
Multiple industry sector expertise
Hybrid work model resilience

Challenges:

Geographic concentration in Italy

Limited financial transparency vs. larger competitors
Scale limitations compared to global BPO giants
Need for enhanced cyber security posture

7. RISK SCENARIOS & IMPACT ANALYSIS

7.1 High-Probability Scenarios (Next 12-18 Months)
Scenario 1: Ransomware Attack
e Likelihood: High (4/5)

e Impact: Severe (5/5)
e Potential Cost: €5-20M

12
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e Indicators: 126% increase in sector attacks, high-value data target
e Mitigation: Immediate cyber assessment, enhanced MFA, IR readiness

Scenario 2: GDPR Enforcement Action

Likelihood: Medium (3/5)

Impact: High (4/5)

Potential Cost: €2-10M

Indicators: Active Garante enforcement, telemarketing focus
Mitigation: Compliance audit, policy updates, training

Scenario 3: Major Client Data Breach

Likelihood: High (4/5)

Impact: Severe (5/5)

Potential Cost: €5-25M

Indicators: Industry trends, multi-sector exposure
Mitigation: Security assessment, client notification protocols

7.2 Medium-Probability Scenarios (12-24 Months)
Scenario 4: Key Client Contract Loss

Likelihood: Medium (3/5)

Impact: High (4/5)

Potential Cost: €2-8M

Indicators: Unknown concentration, competitive market
Mitigation: Diversification strategy, client satisfaction monitoring

Scenario 5: Technology Infrastructure Failure

Likelihood: Medium (3/5)

Impact: High (4/5)

Potential Cost: €500K-2M

Indicators: Complex infrastructure, telecom dependencies
Mitigation: BCP testing, redundancy verification

8. RECOMMENDATIONS & ACTION PLAN

8.1 IMMEDIATE ACTIONS (0-30 Days) - CRITICAL

Priority 1: Cyber Threat Assessment

13
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I\ Action: Commission comprehensive cyber threat intelligence scan
Timeline: Within 7 days
Cost: €5,000-15,000
Deliverable: Complete report on dark web exposures, malware, breaches

Priority 2: Incident Response Validation

e I Action: Review and test IR capabilities

e Timeline: Within 14 days

e Cost: €3,000-8,000

e Deliverable: IR plan assessment and recommendations

Priority 3: GDPR Compliance Verification

I\ Action: Focused compliance audit
Timeline: Within 30 days
Cost: €10,000-25,000
Deliverable: Compliance gap analysis and remediation plan

Priority 4: Contractual Protections

e I\ Action: Draft partnership agreement with appropriate risk controls
e Timeline: Within 30 days
e Inclusions:
o Cyber security insurance requirement (€10-25M coverage)
Annual penetration testing
Quarterly security audits
Incident notification protocols (within 24 hours)
Right to audit provisions
Data breach liability and indemnification
Service level agreements with penalties

O 0O O O O ©O

8.2 SHORT-TERM ACTIONS (1-3 Months)

1. Enhanced Security Controls

Implement continuous MFA with behavioral biometrics
Subscribe to dark web monitoring service

Deploy employee cybersecurity training

Total Cost: €30,000-60,000

2. Financial Due Diligence

e Request confidential financial disclosure
e Verify insurance coverage
e Assess financial stability

14
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e Cost: Internal resources + €5,000-10,000 for verification
3. Operational Deep Dive

Tour facilities (Bergamo and Verona)

Meet leadership team

Review quality metrics and client satisfaction data
Assess employee turnover rates

Cost: Travel + internal time

8.3 MEDIUM-TERM ACTIONS (3-12 Months)
1. 1ISO 27001 Certification Requirement

Set timeline for CX Centax to achieve certification
Include as contract milestone

CX Centax Cost: €30,000-60,000

Timeline: 9-12 months

2. Continuous Monitoring Program

Quarterly risk assessment updates
Monthly security posture reviews
Annual comprehensive audits
Cost: €20,000-40,000 annually

3. Performance Metrics & KPIs

Establish baseline metrics
Monitor service quality trends
Track security incident frequency
Review employee turnover rates
Cost: Internal resources

8.4 LONG-TERM PARTNERSHIP DEVELOPMENT (12+ Months)

1. Strategic Partnership Evolution

Evaluate performance after 12 months
Consider expanded scope if performance strong
Develop multi-year roadmap

Include innovation and technology investments

2. ESG Improvement Program

e Request annual sustainability reporting

15



- ‘ L d L
= Socalytix.io
‘ De-Risking Your Business
e Set diversity and inclusion goals
e Enhance governance transparency
e Timeline: 18-24 months

3. Business Continuity Enhancement

Third operational location for redundancy
Advanced disaster recovery capabilities
Geographic expansion if needed

CX Centax Investment: €500,000-1M+

9. MONITORING & GOVERNANCE FRAMEWORK

9.1 Recommended Monitoring Cadence
Daily:

e Cyber threat intelligence alerts
e Dark web monitoring notifications
e Critical incident reporting

Weekly:

e Security posture dashboard review
e Open incident status
e Emerging threat briefings

Monthly:

e Risk indicator dashboard

e Service quality metrics

e Financial health indicators

e Operational performance review
Quarterly:

e Comprehensive risk assessment update

e Executive stakeholder briefing

e Compliance status review

e Contract performance evaluation
Annually:

e Full third-party risk audit

16
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Penetration testing
Financial due diligence refresh
Strategic partnership review

9.2 Key Performance Indicators

Security KPIs:

Number of security incidents (target: O critical, <2 high)
Mean time to detect incidents (target: <24 hours)

Mean time to resolve incidents (target: <72 hours)
Phishing simulation success rate (target: <5% click rate)
MFA adoption rate (target: 100%)

Operational KPIs:

Service level agreement compliance (target: >95%)
First contact resolution rate (target: >80%)
Customer satisfaction score (target: >4.0/5.0)
Employee turnover rate (target: <25% annually)
Average handle time (baseline to be established)

Compliance KPIs:

Audit findings (target: 0 critical, <3 medium)
Certification status (target: all current)
Training completion rate (target: 100%)
Data breach count (target: 0)

Regulatory complaints (target: 0)

10. COST-BENEFIT ANALYSIS

10.1 Partnership Risk Mitigation Costs

Immediate Investment (Year 1):

Item Cost Range

Cyber threat intelligence scan | €5,000-15,000

Incident response assessment | €3,000-8,000

17
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GDPR compliance audit €10,000-25,000

Enhanced MFA implementation | €10,000-20,000

Dark web monitoring (annual) | €15,000-30,000

Employee security training €5,000-10,000

Penetration testing €15,000-35,000

Continuous monitoring setup €10,000-20,000

TOTAL YEAR1 €73,000-163,00
0

Ongoing Annual Costs:

Item Cost Range
Dark web monitoring €15,000-30,000
Annual penetration testing €15,000-35,000
Quarterly audits €20,000-40,000
MFA licensing €5,000-10,000
Training (refresher) €3,000-5,000
TOTAL ANNUAL (Years 2+) | €58,000-120,00

0

10.2 Risk-Adjusted Value Proposition
Potential Partnership Benefits:

Access to 400 skilled contact center professionals
Established infrastructure and technology stack
30+ years of operational expertise

Multi-sector industry knowledge

Cost-effective European operations

Quality certifications and compliance framework

Risk-Adjusted Considerations:

e Cyber risk exposure: €26-132M potential impact

18
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e GDPR enforcement exposure: €1-15M potential fines
e Mitigation investment: €73-163K Year 1, €58-120K ongoing

Net Assessment: v Partnership can provide significant value IF cyber and compliance risks
are properly managed v Required risk mitigation investment is reasonable relative to
partnership value v Proper due diligence and controls can reduce risk to acceptable levels

11. DECISION FRAMEWORK

11.1 GO / NO-GO Criteria

Proceed with Partnership IF:

{74 Cyber threat intelligence scan shows NO active compromises or critical exposures
74 GDPR compliance audit demonstrates adequate controls and processes

{74 CX Centax agrees to implement enhanced security controls within agreed timeline
"4 Financial due diligence confirms adequate financial stability

(4 Contract includes appropriate risk controls and safeguards

[ Insurance coverage verified at €10-25M for cyber incidents

74 CX Centax commits to ISO 27001 certification within 12 months

Do NOT Proceed IF:

@ Cyber scan reveals active malware infections or data breaches

@ GDPR audit uncovers material compliance violations

@ CX Centax refuses enhanced security requirements

@ Financial instability indicators present

@ Unable to obtain adequate cyber insurance

@ Insufficient incident response capabilities

@ Client references reveal significant service quality or security issues

11.2 Phased Partnership Approach
Phase 1: Pilot (Months 1-6)

Limited scope engagement
Non-critical customer data only
Enhanced monitoring and oversight
Monthly performance reviews
Go/No-Go decision at 6 months

Phase 2: Expansion (Months 7-18)

19
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Gradual scope expansion if Phase 1 successful
Introduction of more critical processes
Quarterly business reviews
Continuous security monitoring
Go/No-Go decision at 18 months

Phase 3: Strategic Partnership (18+ Months)

Full partnership activation

Multi-year contract terms

Joint innovation initiatives

Integrated security and compliance programs
Annual strategic reviews

12. CONCLUSION & FINAL RECOMMENDATION

12.1 Executive Summary of Findings

CX Centax S.r.l. is an operationally mature ltalian BPO provider with significant strengths
including:

30+ years of proven operational history
Strong environmental and quality certifications
Diversified multi-sector expertise

Robust business continuity capabilities
400-person workforce with hybrid work model

However, the company faces material risks that require immediate attention:

e Critical cyber security knowledge gap - no active threat assessment completed
e High regulatory exposure - Italian DPA actively enforcing with €15M fines

e Limited financial transparency - private company with undisclosed financials

e Industry-wide operational challenges - BPO turnover, technology dependencies

12.2 Risk-Adjusted Rating
Current Risk Level: 7.2/10 (MEDIUM-HIGH)
Achievable Risk Level (with mitigations): 5.8/10 (MEDIUM)

With implementation of recommended security controls, compliance verification, and ongoing
monitoring, CX Centax can become an acceptable medium-risk supply chain partner.

20
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12.3 Final Recommendation
CONDITIONAL PROCEED - Subject to Mandatory Prerequisites

We recommend proceeding with partnership development with CX Centax ONLY IF the
following mandatory conditions are satisfied:

Mandatory Prerequisites (Must be completed BEFORE contract signing):

1. [% Cyber Threat Intelligence Scan completed with acceptable results (no active
compromises)

(74 GDPR Compliance Audit demonstrates adequate controls

{74 Enhanced Security Controls commitment letter signed

{4 Financial Due Diligence confirms stability

{74 Cyber Insurance verified at €10-25M coverage

{74 1ISO 27001 Commitment with timeline agreed

{74 Contract Terms include all risk controls and audit rights

NooabkodN

Critical Success Factors:

Executive Sponsorship - C-level commitment to security and compliance
Transparent Communication - Open dialogue on risks and incidents
Continuous Monitoring - Active oversight throughout partnership
Phased Approach - Start small, expand based on performance

Clear Exit Strategy - Ability to terminate with minimal disruption

Investment Required:

e Year 1: €73,000-163,000 (due diligence and setup)
e Ongoing: €58,000-120,000 annually (monitoring and audits)

Expected Timeline:

e Due Diligence Phase: 60-90 days
e Pilot Phase: 6 months
e Full Partnership Decision: 12-18 months

Bottom Line:

CX Centax has the operational capability and quality foundation to serve as a valuable
supply chain partner, but carries cyber and compliance risks that are common to the BPO
sector and must be actively managed.

The recommended approach is "Trust but Verify" - proceed with partnership development
while implementing rigorous oversight, monitoring, and control measures.

21
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The partnership is worth pursuing IF CX Centax demonstrates commitment to addressing
identified gaps and maintaining transparent communication throughout the relationship.

APPENDICES

Appendix A: Glossary of Terms

BPO - Business Process Outsourcing

GDPR - General Data Protection Regulation
Garante - Italian Data Protection Authority
DPA - Data Protection Authority

DPO - Data Protection Officer

MFA - Multi-Factor Authentication

BEC - Business Email Compromise

IR - Incident Response

RTO - Recovery Time Objective

RPO - Recovery Point Objective

SOC 2 - Service Organization Control 2

ISO 27001 - Information Security Management System Standard
ESG - Environmental, Social, and Governance
CAGR - Compound Annual Growth Rate

ACD - Automatic Call Distribution

Appendix B: Information Sources
Primary Sources:

CX Centax official website (cxcentax.com)
Crunchbase company profile

Linkedln company page

The Org organizational structure

Industry Research:

e Check Point Research - Q1 2025 Cyber Attack Report
e CyberCX - 2025 Threat Report

e Outsource Accelerator - BPO Industry Statistics

e Various BPO market research reports (2024-2025)

Regulatory Sources:

e |CLG - Data Protection Laws Italy 2024-2025
CMS Law - GDPR Enforcement Tracker ltaly
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e |talian Data Protection Authority (Garante) official website
EU GDPR official texts and guidelines
Threat Intelligence:

e BlackFog State of Ransomware 2025
e SentinelOne Cyber Security Statistics
e Industry vulnerability databases

Appendix C: Contact Information
CX Centax S.r.l.

Bergamo Office (Primary): Via Pignolo, 8
24121 Bergamo, Lombardia, Italy
Phone: +39 035 4162110

Verona Office: Via Alberto Dominutti, 6
37135 Verona, Veneto, Italy
Phone: +39 035 4162110

General Contact: Email: info@cxcentax.com
Website: www.cxcentax.com

Leadership Team:

e Dario Tognazzi - CEO
e Stefano Rossetti - Executive Vice President
e Roberto Lucchini - CFO

Report Prepared By: [Your Company Name]
Assessment Team: Supply Chain Risk Management
Report Date: October 8, 2025

Next Scheduled Review: January 8, 2026

Report Version: 1.0

Classification: CONFIDENTIAL - For Internal Use Only

This report is based on information available as of October 8, 2025, and is subject to change.
The risk assessments and recommendations contained herein represent professional opinions
based on available data and industry standards. Actual results may vary. This report should be
used as one input into broader decision-making processes.
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END OF REPORT
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